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Foreword

raham Turbiville’s paper on private security organizations

within today’s operational and security environment is impor -

tant as we consider the current conflict as viewed through an
irregular warfare prism. Within the irregular warfare framework, the
population is the center of gravity and, consequently, security for the
population is paramount to maintaining the population’s loyalty and
support. To maintain this security, both government security organi-
zations and private security firms operate within sovereign nations.

Worldwide private security organizations, ranging from unarmed
security guards to “combat-capable” paramilitary groups, can act as
a force multiplier to enhance security. A critical component of official
and nonofficial security regimes is the role of government oversight in
ensuring criminals and terrorists are unable to hijack private security
organizations for their own objectives. A major problem is the ability
of governments to manage or oversee these security elements, which
varies significantly from country to country and region to region. In
many countries, government control is almost nonexistent, creating
an environment in which private security organizations are ripe for
criminal or terrorist manipulation.

Consequently, the implications of potential abuse by these “way-
ward” security regimes are critical to conceptualizing support to
partner nations in the long-term conflict. This issue shows another
element of nontraditional or nonstate actors involved in the interna-
tional security arena and further highlights the added complexity in
addressing security challenges in the post 9/11 operational environ-
ment. As the United States and its allies combat terrorist networks,
Dr. Turbiville’s work clearly shows the importance of managing private
security organizations as a key element in mutually building capacity
to defeat terrorists.

Michael C. McMahon, Lt Col, USAF
Director, JSOU Strategic Studies Department
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Private Security Infrastructure Abroad

Criminal-Terrorist Agendas and the Operational Environment

Introduction

wo decades of profound change in the global security envi-

ronment have shaped the ways joint military and interagency

security planners assess potential areas of crisis and the
requirements they generate. New doctrinal and training approaches
have been informed especially by the complexities of peacekeeping and
humanitarian assistance operations in the 1990s and subsequently
as follows:

a. By Operations Desert Shield /Desert Storm, Enduring Freedom,
and Iraqi Freedom

b. From less visible global counterterrorism operations

c. By a host of additional foreign support initiatives around the

world.

This experience suggested approaches for more effectively sup-
porting the defeat of military, terrorist, and insurgent adversaries. It
also was a catalyst for a substantial expansion of what had been tra-
ditional military concerns. A central theme in this regard—codified in
new military doctrine and interagency planning approaches—stresses
the importance of being cognizant of, and productively interactive
with, a host of civil and nongovernment entities present in actual
and potential areas of conflict or crisis. This requirement has been
long understood by Special Operations Forces and their Civil Affairs
components, which traditionally worked closely with foreign forces
and organizations.! In more recent years, however, it has gained
importance throughout the joint military and interagency communi-
ties overall, including often detailed treatments in doctrinal literature
and national strategy documents.?

The requirement for understanding civil and nongovernment
organizations in an area of operations or potential crisis is a critically
important concern of intelligence assessments at national, operational,
and tactical levels as well. As with broader military and interagency
concerns, the intelligence community in recent years has examined
issues of information sharing with nontraditional organizations.

1
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Intelligence organizations have especially been interested in ways of
leveraging the on-the-ground knowledge and situational awareness
that resides in civil and nongovernment organizations long-present
in areas of operations.®

Similarly, military planners and intelligence specialists are aware
that sometimes these organizations have interests that are contrary
to the stability and governance of the states in which they are found.
These organizations may also actively work on behalf of adversar-
ies, criminal agendas, or other goals that undermine U.S. and allied
interests. Judgments in the U.S. Army and Marines 2006 Counterin-
surgency field manual—serving as a guide for ongoing efforts in Iraq,
Afghanistan, and elsewhere—underscore this concern.* In addition,
many specialists reporting on the role that nongovernment organi-
zations and corrupted civil entities play in the support of terrorist,
insurgent, and criminal agendas highlights the requirement for careful
scrutiny and assessment.®

This paper focuses on a specific element from that larger context
that has grown exponentially in recent years—the creation of private
security firms around the world and their frequent role in criminal and
terrorist activities. Private security in general has become an integral
part of “public safety” in some states or national areas, and its effec-
tiveness—or dysfunction—can substantially shape overall stability
and the ability of institutions of all types to perform their missions
and activities. Considerable past attention has been paid to the ways
in which weakened government institutions and societal disarray
contribute to rising levels of criminality and armed violence. As past
and more recent events have underscored, when an old order dies,
weakens, or loses legitimacy—and when war and ethnic or religious
antagonisms become acute—organized crime, “banditry,” random
violence, and the creation of environments suitable for the further
growth of terrorism and insurgency appear in a variety of forms.°

The growth of private security firms has been demonstrated in
parts of the Balkans, Latin America, the Middle East, Asia, and Africa.
In these areas, U.S. forces or advisors have been present at varying
levels, illustrated most prominently today by the presence of regular
military units and numerous private security organizations in the
operating environments of Iraq and Afghanistan. Many states around
the world live with this phenomenon, which became especially visible
in conflict areas of the early 1990s.” Even when insurgencies have been

2
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defeated or ended by negotiations and a measure of national reconcili-
ation—for example, post-conflict El Salvador or Cote d’Ivoire—levels
of violence and overall criminality remain as high or higher than in
the war years and provide a continuing challenge for the reestablish-
ment of law and order.®

The last 15 years have also shown these same kinds of conditions
spark the intensified growth and employment of private security (or
military) organizations, businesses, and regimens in various forms.?
Whether formed to fill critical gaps (in a government’s inability to
deal with dangerous or complex security environments) or to provide
value-added services for government, large corporations, or other
enterprises, they are businesses mainly formed to earn money and
thereby operate accordingly. Around the world these businesses
have been created with active government support and oversight for
reasons that include:

a. Perceived value

b. With grudging governmental acquiescence because of pressing

need and a lack of alternatives

c. With general government indifference because of preoccupa-

tion with other problems

d. Sometimes with strong but ineffective opposition from severely

weakened regimes.

Private security organizations worldwide have been formed for a
variety of sanctioned purposes that include public safety, national
security, regional stability, and even international security missions
and activities. Some areas of the world—for example, Africa—have
long histories of private security solutions, while for other areas it is
a relatively new phenomenon. As with nongovernment organizations
generally, for which elaborate typologies have been developed, many
names and working definitions-exist to distinguish the kinds of orga-
nizations or functions performed. The dilemma, however, follows:

a. Definitions and designations are far from perfect or consistent

since some firms perform multiple functions.

b. Considerable overlap and ambiguity exists among the activities

and functions the firms perform.

c. Definitions differ substantially from authority to authority and

country to country.




JSOU Report 07-9

Further, political and sectarian militias billing themselves as
“private security” are commonplace in some environments. Since
no universally sanctioned definitions are available, arguments over
classification are sometimes tedious and heated among specialists.
Generally, however, for convenience sake in considering these com-
panies (or multiple functions within them), they may be differentiated
in something approximating the following four categories:!°

a. Private military companies with substantial forces and resources

organized along military or paramilitary lines and intended to
perform a range of training, combat support, combat service
support, and direct combat roles.

b. Private security companies, which offer “risk management,”
investigative, protection, or associated consultancy services
that may include a focus on security advice or direct support
like personal/resource protection for customers operating
in higher risk or unstable environments. Traditional private
detective or guard firms, whose names and purported roles
often obscure a more active and diverse series of functions,
are often included in this category, though some define it more
narrowly.

c. Private security intelligence companies, which may perform
a range of intelligence-gathering and assessment functions
including sophisticated collection and analytical services that
parallel functions performed by law enforcement or military
intelligence. Large corporations operating abroad sometimes
have security components that perform these functions and
cooperate with law enforcement or national military organiza-
tions.

d. Private economic intelligence companies, which focus on gath-
ering and/or evaluating economic, technological, financial, or
other information including governmental for the competitive
benefit of corporate, other commercial, and even government
clients. The focus is on open source, public domain, or “gray
area” materials including that available from individuals and
networks of contacts.

These definitions are largely derived from Western models and

do not take into account other forms of irregular—but more or less
organized—private security groupings that are based on traditional

4
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societal or tribal variants. These in effect form another category and
include what may be regarded in some cases as vigilante reactions to
crime and insecurity. Nevertheless, some of these have a measure of
government recognition despite often having their form of auxiliary
“community policing” compromised by misconduct. Control, oversight,
and performance by government bodies set up to monitor private
security activities (of the types noted above) have varied wildly in qual-
ity. Like the regular government police and security establishments
themselves, shoddy performance, poor personnel selection criteria
or vetting, criminality, and corruption have been a part of the record
along with the provision of essential security services.

This assessment focuses not on those private security establish-
ments that have strayed or fallen short, as many institutions do from
time to time, but rather as follows:

a. Those that were either formed for the express purpose of
criminality, terrorism, or factional agendas using the cover of
legitimate security firms

b. Those that otherwise turned to criminal or extremist activi-
ties.

It also focuses principally on the many disparate private security busi-
nesses and enterprises abroad, rather than the larger, regularized,
and generally well-regulated U.S. and Western firms that have been
so extensively treated in the growing body of “privatized security” lit-
erature. These firms fall mainly into the “private security companies”
category noted earlier, but include variants of the other categories
as well.

As this examination shows, numerous and growing examples exist
from around the world to illustrate the advantages that criminal, ter-
rorist, or extremist groups see in using a “private security cover” and
private security venues for their own purposes.!! In this regard, it is
instructive to review the kinds of lawlessness and criminality that
have become associated with foreign private security establishments
around the world and address how private security establishments
have sometimes facilitated—or have otherwise been linked with—ter-
rorism and militant extremism abroad.




JSOU Report 07-9

Private Security: Incentives for Penetration and Cover

The antecedents, legislation, and imperatives shaping the creation of
private security and paramilitary enterprises in the first decade of the
21st century—including their intensified formation in the wake of the
September 2001 attacks on the U.S. and other major terrorist events
elsewhere—have been ably addressed in a number of instructive articles
and books.!? A spectrum of public policy debates and views exist on
the propriety of using nongovernment security and military establish-
ments and the dangers this global development poses to everything
from national sovereignty to economic health. In the West, at least,
their roles are generally understood amidst the uneasiness. Internal
and external oversight is present in varying levels of effectiveness and
is subject to the most critical government and public examination
when misconduct is alleged or demonstrated.!?

This relative operational stability is far from the case in other
areas of the world, where the numbers and diversity of large and small
security “enterprises” have rapidly expanded. Oversight is uneven,
and the impact on local, national, and regional security and stability
may be substantial. For criminals and groups with terrorist/extrem-
ist agendas, the advantages of
a “private security firm cover” fFor criminals and groups with
became quickly evident in many terrorist/extremist agendas, the
parts of the world. The per- advantages of a “private security firm
ception was, as one frustrated cover” became quickly evident ...
Russian senior police general
official put it in late 2002, why not “just call your ‘gang’ a private
security firm, purchase a license for weapons, and provide ‘protection’
until your heart’s content?”!* This cynical view has been echoed in law
enforcement and security establishments around the world. Criminal
penetration of private security, while instructive and important itself,
also illustrates the vulnerability of these businesses to a level of infil-
tration that present a more dangerous threat to national security and
public safety—regional and international terrorism. An understanding
and assessment of this widespread circumstance is clearly important
to U.S. military and interagency planners and operators charged with
advancing U.S. interests in many areas of the world.

In general, the pretense of operating a security firm provides a
measure of legitimacy, even if a shallow one, and obscures or makes
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tacitly acceptable activities that might otherwise be suspect. The many
benefits evident in actual experience include the following:

a. Plausible maintenance of a high level of privacy or secrecy
Frequent, unexplained comings and goings
Surveillance and other information acquisition

Firearms possession

oo T

Association with a broad spectrum of less-than-upright indi-
viduals ranging from the criminal to the terrorist.

Collaboration with police through bribery or other incentives has
proven commonplace and safe for the police and the private firm.
These efforts have included the use of police databases, communi-
cations, uniforms, credentials, and other resources as well as those
of the military sometimes. And indeed, the targeted recruitment of
ill-paid former and serving police, other government security, and
sometimes military personnel is a common practice, with far higher
compensation, even if criminal—a proven incentive for underpaid law
enforcement personnel in many places. The practice by some regular
law enforcement bodies of using private security organizations to carry
out extra-legal “justice” operations has been far from infrequent in
some countries.

Private security firms in many areas of the world are a primary
vector for the legal or gray market acquisition of weapons—sometimes in
huge quantities—and including far more than the side arms sometimes
specified in private security oversight regulations. Criminal groups
understand that the mere existence of an armed security group with
seemingly legal status or protection serves as a means of coercion for
a variety of shakedown and extortion rackets. Certainly, however, one
of the major factors in the successful use of security firms by crimi-
nals or terrorists has been the sheer proliferation of such companies,
which provides a near anonymous sea in which to swim:

a. Low threshold for establishing security companies in many

countries

b. Subsequent weak and haphazard oversight so often exer-

cised

c. Increased technological sophistication of even near-street

thugs who are often inclined to create a more legitimate, vis-
ible face.
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While the criminal and terrorist agendas and activities of private
security organizations may sometimes intersect, it is nevertheless
useful in this examination to separate these to the extent possible.
The discussion below will first address private security’s criminal
dimension in specific countries and areas, then the involvement and
affiliation of private security organizations with terrorism and violent
factional agendas in various regions.

Criminal Conduct and Private Security in Specific Regions

Looking at how specific criminal activities have become associated with
private security companies in various countries and regions provides
insight into what the aforementioned generalizations have meant in the
real world. Those areas most affected correspond with the countries
and regions that have been identified as most vulnerable to crime and
terrorism in various studies. One notable example—worth review by
military and law enforcement planners—was prepared by the Federal
Research Division of the Library of Congress. It identified the follow-
ing “domestic elements making a nation ‘hospitable’ to transnational
crime and terrorism:”!°

Official corruption

Incomplete or weak legislation

Poor enforcement of existing laws

Nontransparent financial institutions

Unfavorable economic conditions

Lack of respect for the rule of law in society

I )

Poorly guarded national borders.

Identified factors are also those that herald vulnerabilities to
insurgency or other crises, and they are widely present. They include
countries or regions around the world. The examination below is not
intended to provide a comprehensive survey of compromised private
security in any or all of these areas. Rather, it is intended to underscore
the diversity and commonality of private security problems and the
relative ease that many of them have turned—or been turned—to ille-
gality and crime in various forms. The easy vulnerability to penetration
marks private security as a potential cover or vector of terrorism.

To begin with, there are few better examples than the states of the
former Soviet Union and the former Communist regimes of Eastern




Turbiville: Private Security Infrastructure Abroad

Europe—the latter now largely aligned with the West including NATO
and other international organizations—where crime and other tur-
moil have led to remarkable growth in
private security organizations. Russia
constitutes the kind of example that example that gives insight into
gives insight into the many varieties the many varieties of security-
of security-criminality linkage that criminality linkage that have,
have, or may be, replicated in other or may be, replicated in other
states and regions where the U.S. is states and regions ...

directly engaged. It also constitutes an
example pertinent to some post-conflict environments of how quickly
weak security institutions can be further compromised.

By the mid-1990s, some 6,605 Russian “private security enterprises
and security services” had been officially registered. About 26,000 indi-
viduals—many former military or security-service personnel—acquired
private investigative licenses. This proliferation of security firms in
the years following the USSR’s dissolution had by the eve of 2000
constituted in part, at least, a perceived, legitimate social require-
ment stemming from Russia’s “collapsed system of public security.” In
November 1999, however, Russian officials and private citizens were
still bemused by the spectacular, decade-long growth and activities
of private security firms around the country. The existence of these
security businesses—dubbed by the Russians as “private protection
organizations” (chastnoye okhrannoye predpriyatiye, ChOP)—had, of
course, been unknown in Soviet times when the state controlled all
dimensions of public and national security. But by the end of 1999,
the disarray in former Soviet law enforcement institutions and the
rise of the most disparate, pernicious, and violent forms of organized
crime had seen the establishment of various ChOP regimens. These
security firms were intended to fill a law enforcement vacuum, but-
tress business agendas, and provide personal protection for those
who needed and could afford it.

Legislation intended to oversee and monitor ChOP activity, promul-
gated in 1992, scarcely reflected the coming pace and diversity of devel-
opment. The Russian Ministry of Internal Affairs (MVD)—specifically
the Main Directorate for the Maintenance of Public Order—estimated
in late 1999 that about 11,000 ChOPs existed in Russia, employing
more than 165,000 personnel and possessing about 71,000 weapons.!¢
Two years later, as one Russian observer put it, “somehow without

Russia constitutes the kind of

9




JSOU Report 07-9

noticing it ourselves, we have created a well-armed and trained paral-
lel army, whose numbers exceed those of the Federal Security Service
and the Federal Border Service taken together.”!” Legislation and MVD
oversight mechanisms that had been created in an effort to oversee
their activities were universally recognized as ineffective or worse.
The association of ChOPs with activities that challenged the bounds
of legality, and not infrequently were judged blatantly criminal, had
become part of the public safety environment.

By the fall of 2003, Russian specialists estimated that there were
16,000 registered firms employing about 350,000 people (up from
11,000 firms and 165,000 employees in 1999).!® By early 2005, the
number of firms estimated had risen to 21,000 employing perhaps
500,000 security officers and other personnel.!® A number of these firms
and individuals were deeply involved in organized criminal activity or
had turned into small private armies for individuals or organizations
whose goals by and large did not correspond with public interest. The
sheer number of these companies is not always what it appears. In an
innovation newly highlighted in May 2007, multiple private security
firms are being formed by individual owners. In some cases, only one of
several firms registered by an individual owner will be active, with the
remaining ones only maintained as shells. There are estimated to be
more than 2,500 registered, but inactive, firms. MVD analysts believe
that one reason underlying this practice is the avoidance of damaging
legal penalties. That is, if a firm or its employees are implicated in
crime or other malfeasance threatening prosecution or dissolution,
firm owners simply transfer personnel and security contracts to an
inactive ChOP and continue business. In addition, MVD officials think
that some shell firms are used by organized crime figures who hire
themselves for the purpose of legally acquiring firearms.2°

Figure 1. MVD forces

in Moscow arresting an
armed criminal, focused
on crimes connected
with illegal purchasing,
selling, possession-keep-
ing, and smuggling arms
and explosives. ITAR-
TASS, used by permission
from Newscom.

10
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As noted above, Russians use the acronym ChOP as a catch-all
to describe the spectrum of private protection organizations. Reflect-
ing the practice in the West, they have also added the term “private
military organization” (chastnaya voyennaya organizatsiya—ChVO).
The term can refer to:

a. Well-organized and regulated Western style paramilitary com-

panies

b. Private militias such as Moscow-allied Chechen prime min-

ister Ramzan Kadyrov’s armed groups (“American uniforms,
Russian weapons, Islamic beliefs and a Chechen spirit” as he
characterized them)

c. A plethora of private protection organizations whose armament

and focus became more militarized than earlier organiza-
tions.?!

Such groups, who might wear military-looking camouflage and
be manned by former special police or military personnel, soon
began to carry out what was described as “the combat application of
‘personal detachments’ for purposes that are by no means oriented
on security.”??

Racketeering, extortion and coercion, property crimes, the forced
seizure of assets and even whole businesses, armed clashes, and assas-
sinations are reported with some frequency. While private security
weapons were supposed to be limited to side arms for protection, an
array of Kalashnikov automatic weapons, assault shotguns, Dragu-
nov sniper rifles, and other arms or explosives are among them. As
early as 2002 in the Moscow Oblast’ (Region), more than 600 private
security firms were possessing 4,300 known firearms. Criminals made
a conscious effort to infiltrate these firms for the arms acquisition
opportunities they provided. In a 1-month period, the MVD conducted
a counterterrorist operation and stripped seven of these firms of
their arms licenses for violations.?® Despite occasional crackdowns,
some ChOPs are so wealthy that in return for mutual support and
legal cover they “sponsor” government special units, buying them
equipment and new materiel that they would otherwise be unable to
afford.?* They are, in short, a source of revenue for some government
law enforcement and security services, not to mention well-paid post-
government employment.
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Criminalized private security groups were perfectly aware of the
need to have everything administratively in order regarding their legal
status and activities. An excellent example of this was the notably
murderous Orekhovo and Medvedkovo criminal groups in Moscow,
personnel of which were convicted in the spring of 2004 after a trial
whose phases went on for years. The two gangs were involved in a
spectrum of often violent criminal activity and killed enumerable rivals
as they pretended to conduct legitimate security business. The “paper”
cover of their real activities was detailed in information revealed in
their marathon trial:

They almost all had licenses to act as security guards. Private
security enterprises were created so that they had the right
to carry weapons legally and officially provide protection for
companies—they set up security contracts with them openly
and aboveboard. The visible part of the gangsters’ life was
reflected in the private security enterprises’ documents:
work records, route sheets, post numbers, who had which
weapons, what establishments were being guarded—all the
documents were in order, everything was perfect.?

Raiding and seizure of assets by armed security companies affili-
ated or hired by rival financial, manufacturing, and other corporate
enterprises became an issue for the Russian corporate and financial
world. Leonid Vedenov, the head of the MVD Directorate for the Protec-
tion of Public Order’s assessment and licensing component, indicated
that from 2000-2005, some 1,000 businesses and enterprises had
private security groups using physical force to seize assets, sometimes
with unsanctioned police support.?® This kind of assertive and often
illegal role of ChOPs in Russian business dealing also had an impact
on the activities of police enforcement, including the employment of
units in the family of “special designation” (spetsnaz and osnaz) police
components. One type of unit—formerly designated as Rapid Reac-
tion Militia Detachments (SOBR) and now called Militia Detachments
of Special Designation (OMSN)—is a case in point. A senior Russian
officer noted that:

Virtually no major operation is conducted without the involve-
ment of spetsnaz personnel. Even routine searches of offices
are frequently conducted with OMSN backup, because there

12




Turbiville: Private Security Infrastructure Abroad

is a strong probability that the efforts of investigators and
operatives will be opposed by security guards and private
security services.?”

Figure 2. Police escort the
chief executive of VIP Bank
from a Moscow court room.
He was suspected of ordering
the murder of the Central Bank
deputy governor. Potential
violent resistance by the armed
security organizations of banks
and other businesses some-
times